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1. Objective

The objective of these policies and procedures is to ensure that in our dealings with

clients and other people, we comply with the Privacy Act 1988 (Cth). The Act seeks to

protect individuals’ personal information. It does this by limiting the ways in which personal

information may be collected and used.

Complying with the Privacy Act helps us to enhance our client service.

What is personal information?  — Personal information is information or opinion about an

individual whose identity is apparent or can easily be ascertained from the information or

opinion, for example name, address, age etc.

Sensitive personal information  — Sensitive information is information or opinion about a

person’s racial or ethnic origin, political opinions, membership of a political, trade or

professional association or a trade union, religious or philosophical beliefs or affiliations,

sexual preferences, criminal record or health information.

Our Privacy Officer, Andrijana Najdova is responsible for all matters to do with privacy.

2. Our Privacy Policy

This Policy applies to all the personal information we collect, whether from insured parties

(and their contractors and employees), brokers, their employees or others.

We only collect personal information that we need and we only use the information that

we collect for the primary purpose(s) for which we collect it. These are:

a) Providing quotes for insurance cover (including obtaining underwriter confirmation
where necessary);

b) Issuing insurance policies;

c) Handling claims under insurance policies;

d) Providing information about insurance matters;

e) Dealing with brokers, underwriters and reinsurers; and

f) Operating our business.

We do not use or disclose the information for any other purpose without the person’s

consent. In particular, we do not:

a) Trade, rent or sell personal information; or

b) Provide personal information to anyone without consent — other than brokers,
underwriters, reinsurers and their appointed representatives and those we appoint to
investigate and manage claims on our behalf.
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Stricter requirements apply to sensitive personal information. We do not collect or disclose
sensitive information without consent unless:

a) The collection is required by law; or
b) Itis necessary for the establishment, exercise or defence of a claim.

In most cases we obtain consent in the usual course of dealings, eg a consent is
incorporated into our Proposal Forms.

The Privacy Act does allow us to use or disclose information in some other unusual
circumstances. If you want to use or disclose personal information for any reason other
than those described above, check with the Privacy Officer before doing so. (Note for
Privacy Officer B NPP 2.1 sets out the other circumstances in which information
may be used or disclosed for a secondary purpose).

Openness

Provide a copy of the Long Form Privacy Policy Statement to anyone who asks for
information about our Privacy Policy. It can be provided as a protected word document,
printed on letterhead or a .pdf (eg. In Adobe Acrobat or Jaws) document emailed on
request.

Issuing Policies

Quotations — The first time you collect any personal information, tell the person from
whom you are collecting it the following things:

a) Who we are and how to contact us — if the person has called us, there is no need to
say anything;

b)  The purpose for which we are collecting the information, eg to enable us to quote on
the risk, issue the policy, etc;

c) To whom we usually provide that information, eg our underwriters and reinsurers;

d)  Any law that requires the information to be collected — eg the duty of disclosure;

e) The consequences if the information is not provided — eg that we will not be able to
quote or insure and the insured may breach their duty of disclosure;

f) The fact that the person can gain access to the information.

As all of our business is written through brokers, you will most frequently collect personal
information about the insured and others from brokers. You need to take reasonable steps
to ensure that the person(s) about whom the information is being collected is aware of
these things. The broker should have attended to this already.

See the Telephone Scripts for examples of how to deal with this when you speak to a
broker and to a client.

Issuing contracts of insurance  — The same requirements apply to any further personal
information you collect before you issue the contract of insurance. However as the Short
Form Privacy Statements (and Consents) in the Proposals set out all the things that the
broker/client need to be told, there is no need to do anything further if a Proposal has
been completed.

Renewals — The same requirements apply to any further personal information you collect
when you renew a contract of insurance.
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When sending the endorsement or renewal notice ensure the Short Form Privacy Policy
Statement — Renewals is incorporated in the covering letter or accompanying invoice.

Claims

The same requirements apply to any further personal information you collect when a client
makes a claim under a policy.

Where a Claim form is sent to the client or brok  er

If you deal with the client or broker directly on the claim, send a Claim Form for completion
as soon as the claim is notified. The Short Form Privacy Statement in the Claim Form is
sufficient to fulfil our obligations at this point.

Where an Adjuster or Investigator is appointed to manage or investigate the claim

As Loss Adjusters and Investigators frequently need to collect personal information about
the insured and others, it is particularly important that they comply with the requirements
of the Privacy Act.

It is a condition of our retainer with our Adjusters and Investigators that they abide by our
Privacy Policy and tell anyone from whom they collect personal information the following
things:

a) The identity of the Adjuster/Investigator and their organization and how to contact
them;

b)  The purpose for which the information is collected, ie. to enable the claim to be
assessed;

c¢) The organizations (or types of organizations) that the information is usually
disclosed to ie, Global Transport & Automotive  Insurance Solutions Pty Ltd and
our representatives (which could include medical practitioners and lawyers),
underwriters and reinsurers;

d)  Any law that requires the information to be collected;

e) The main consequences if the information is not collected, ie. that the claim will not
be able to be assessed (and for a first party claim, that the claimant may breach the
duty to co-operate);

f) The fact that the person is able to get access to the information.

We have reviewed the privacy policies and procedures of our current Adjusters and
Investigators and are comfortable that they are fulfilling the requirements of the Privacy
Act.

If a new Adjuster or Investigator is added to our panel, you will need to:

¥ Ensure that the retainer requires the Adjuster/Investigator to comply with the above;

¥ Arrange for the Privacy Officer to review the Adjuster/Investigator’s existing privacy
policy and procedures (if any) to ensure that they are complying with our
requirements. If they do not have any procedures or their procedures are not
adequate, then write to the Adjuster/Investigator informing them of our requirements.
See the Adjuster/Investigator section in the Claims’ templates.

Where a professional or other expert is appointed to advise in connection with a
claim
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Experts and professionals who are appointed to assist with claims and who may need to
consider personal information, eg lawyers, medical practitioners, must also be asked to
abide by our Privacy Policy.

Include the text set out in the Claims templates in your letter appointing the
professional/experts. It may require some tailoring to ensure the context is correct.

Data Quality

Use every opportunity you can when dealing with clients and other persons to check the
personal information that we hold is accurate and up to date. Correct any personal
information which is incomplete, incorrect or out of date.

Marketing Communications
We market to our clients by sending them information about insurance matters from time
to time. Each such publication must have prominently displayed words to the effect:

Global Transport & Automotive Insurance Solutions Pty Ltd is delighted to provide
this eg newsletter as a service to you. Please let us know if you would rather not receive it
and we will remove your name from our distribution list”.

Refer any request to be removed from the list to Ken Allom, kena@gtais.com.au

We do not charge for removing people from our list.

Data Security

Protecting Personal Information  — We take reasonable steps to protect the personal
information we hold from misuse and unauthorised access, modification and disclosure.

Physical security —Premises are locked, back to base alarm and with video security in
the foyer.

Computer and network security — Password controlled with separate security access
levels in place. Non company or unauthorised personnel are unable to access the system
from an external source.

Communications security — All network and data systems are security controlled via
password access and non employee or unauthorised personnel access is not available.

Destroying or De -ldentifying Personal Information — We destroy or de-identify
personal information when it is no longer needed via a security process 7 years after the
information is no longer required. Non active files are stored in security storage prior to
destruction.

Access and Correction

Access — In principle, we will provide a person with access to the personal information we
hold about them on request. Andrijana Najdova will be responsible for providing access to
personal information.

Method of Access - Before providing access:
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a) Check what particular information the person wants to ensure that you are not
providing more than is required; and
b)  Confirm that the person requesting the information is who they claim to be.

Providing Access - Provide the information by the most cost-effective method available.
This could be:

a) Letting the person inspect the information we hold and take notes of its contents —
however take care to ensure that they only see their own information;

b) Letting the person view the information and provide an explanation of its contents;
c) Providing a photocopy or fax of the information;

d)  Providing a printout of information held in electronic form;

e) Providing a summary of the information.

Timeframe - Requests for access should be acknowledged within 7 — 10 days.

Straightforward requests for access should be fulfilled within 14 days and if complex within
30 days.

Charges for Access — There are no charges for lodging a request for access.

Refusing Access — You may refuse to provide access to personal information in the
following circumstances:

a) The request is frivolous, vexatious, ie. trivial, made to pursue an unrelated grievance
against us or is a repeated request for the same information.

b) Provision would unreasonably impact on the privacy of others.

c) The information relates to existing or anticipated legal proceedings against us by the
person and the information would not be discoverable in those proceedings.

d) Provision would reveal our intentions in negotiations with the person in such a way
as to prejudice the negotiations.

e) It is unlawful to provide access, the law permits or requires access to be denied or it
would prejudice the activities of enforcement bodies.

The Privacy Officer must approve all refusals of access.

The Privacy Act permits us to refuse access in some other unusual circumstances. If you
want to refuse access for any reason other than those listed above, check with the Privacy
Officer before doing so.

Note for Priva cy Officer Bthe other circumstances are set outin NPP 6.1 (a) £XI).

Correcting personal information  — If personal information in our records is incorrect,
incomplete or out of date, update the records to make them accurate. However:

a) If the records are inaccessible and no longer required, consider destroying or de-
identifying the information; and

b) If you do not agree that the information is inaccurate, incomplete or out of date, and
if requested, attach to it a statement to the effect that the person to whom the
information relates claims that it is inaccurate, incomplete or out of date.

Giving reasons - Give reasons for any denial of access or refusal to correct information.
Again our Privacy Officer should approve these before they are communicated to the
person requesting access or correction.
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Contracting Out

Our contractors may not be bound by the Privacy Act. To ensure that our contractors treat
personal information in the same way as we do, ensure that the Contractors’ Terms and
Conditions [detailed below] form part of our agreement with all contractors.

Tax File Numbers and other identifiers

We do not use tax file numbers or other governmental identifiers to identify any person.
We collect, use and disclose identifiers of employees in the following circumstances:

a) To the trustee of any superannuation fund to which we contribute on behalf of
employees, to the Superannuation Holding Accounts Reserve and to other regulated
superannuation funds, exempt public sector superannuation schemes and approved
deposit funds when the benefits of members are transferred to these funds (unless
the owner of the tax file number requests in writing that it not be disclosed);

b) To the Tax Office in relation to the preparation of group certificates or tax stamps
sheets under the PAYE/PAYG system;

c) To the Tax Office in respect of payments made under the Prescribed Payments
System or for Reportable Payments Declarations.

The Privacy Act permits us to disclose identifiers in some other unusual circumstances. If
you want or are asked to disclose an identifier for any reason other than those listed
above, check with the Privacy Officer before doing so.

Note for Privacy Officer Dthe other circumstances are set out in NPP 2.1 (e) -(h).

Complaints About Privacy

Refer any complaint about privacy matters to the Privacy Officer.
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Privacy & You

What information do we collect and how do we use it?

To enable us to quote on and insure risks, we collect the information we need to assess
the risk and whether and on what terms we will insure it. We may need to provide this
information to our underwriters and reinsurers. Some of these companies may be located
outside Australia.

When a claim is made under the policy, to enable us to assess the claim, we and our
representatives (including loss adjusters, investigators, medical advisers and lawyers)
collect information about the claim, some of which may be personal information. We may
collect the information from our insured or from third parties. We provide this information
to those we have appointed to assist us to consider the claim. Again this information may
be passed on to our underwriters and reinsurers.

We may use your personal information internally to help us improve our services and help
resolve any problems.

What if you do nOt provide some information to us?

We can only issue insurance cover and assess claims under the policy if we have all
relevant information. The insurance laws also require insureds to provide us with all the
information we need in order to be able to decide whether to insure and on what terms.

How do we hold and protect your information?
We hold the information we collect from insurance intermediaries and insureds within
controlled, password protected, virus controlled security computer systems.

We ensure that your information is safe by ensuring our premises are locked, guarded by
back to base security and monitored by video cameras.

Will we disclose the information we collect to anyone?
We do not sell, trade, or rent personal information to others.

We may need to provide information we hold to contractors who supply services to us, eg
to handle mailings on our behalf or to other companies in the event of a corporate sale,
merger, reorganisation, dissolution or similar event. However, we will do our best to
ensure that they protect the information in the same way that we do.

We may provide this information to others if we are required to do so by law or under
some unusual other circumstances which the Privacy Act permits.

How can you check, update or change the information we are holding?

Upon receipt of your written request and enough information to allow us to identify the
information, we will disclose to you the personal information we hold about you. We will
also correct, amend or delete any personal information that we agree is inaccurate.

If you wish to access or correct your personal information please write to Andrijana
Najdova , Compliance Officer at andrijanan@gtais.com.au.
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We do not charge for receiving a request for access to personal information or for
complying with a correction request. We do not charge for providing access to
personal information.

Your consent

By asking us to quote or insure provide insurance to insureds, you and your clients
consent to the collection and use of the information you have provided to us for the
purposes described above.

Tell us what you think

We welcome your questions and comments about privacy. If you have any concerns or
complaints, please contact Andrijana Najdova , Compliance Officer. (02) 9966 8820 or
andrijanan@gtais.com.au

USEFUL MATERIALS

Available at http://www.privacy.gov.au/

-Guidelines to the National Privacy Principles published by the Office of the Federal Privacy
Commissioner.
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